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Thousands	
  of	
  scienQsts	
  producing	
  millions	
  of	
  data	
  sets	
  

	
  

•  TB-­‐PB	
  scale	
  data	
  sets	
  are	
  oSen	
  not	
  at	
  risk,	
  managed	
  by	
  large	
  data	
  
centers	
  or	
  organizaQons	
  	
  

•  But	
  the	
  vast	
  majority	
  of	
  data	
  sets	
  are	
  smaller	
  and	
  managed	
  (or	
  not	
  
managed)	
  by	
  individual	
  invesQgators	
  

The	
  long	
  tail	
  of	
  Big	
  Data	
  
Data	
  Size	
  

#	
  of	
  data	
  sets	
  

Rajasekar	
  et	
  al,	
  2103,	
  Sociometric	
  methods	
  for	
  relevancy	
  analysis	
  of	
  Long	
  Tail	
  Science	
  Data	
  



“Ideally,	
  research	
  
protocols	
  should	
  be	
  
registered	
  in	
  advance	
  
and	
  monitored	
  in	
  
virtual	
  notebooks.”	
  	
  

“Where	
  possible,	
  trial	
  
data	
  also	
  should	
  be	
  
open	
  for	
  other	
  
researchers	
  to	
  
inspect	
  and	
  test.”	
  

Trust,	
  but	
  VERIFY	
  

Oct	
  19.	
  2103	
  



Why	
  “the	
  care	
  and	
  feeding”	
  of	
  scienQfic	
  
data	
  is	
  important	
  

ChrisQne	
  L.	
  Borgman,	
  professor	
  and	
  PresidenQal	
  Chair	
  
in	
  InformaQon	
  Studies,	
  UCLA,	
  says:	
  

•  To	
  reproduce	
  research	
  

•  To	
  make	
  public	
  assets	
  available	
  to	
  the	
  public	
  

•  To	
  leverage	
  investments	
  in	
  research	
  data	
  

•  To	
  advance	
  research	
  and	
  innovaQon	
  

Acknowledgement:	
  Borgman,	
  Oct	
  2013,	
  “Why	
  you	
  should	
  care	
  about	
  open	
  data”	
  Open	
  Access	
  Week	
  Talk	
  



Tenopir	
  C,	
  Allard	
  S,	
  Douglass	
  K,	
  Aydinoglu	
  AU,	
  Wu	
  L,	
  et	
  al.	
  (2011)	
  Data	
  Sharing	
  by	
  ScienQsts:	
  PracQces	
  and	
  PercepQons.	
  
PLoS	
  ONE	
  6(6):	
  e21101.	
  doi:10.1371/journal.pone.0021101	
  (Figure	
  acknowledgement:	
  Tenopir,	
  U.	
  of	
  Tennessee)	
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It	
  is	
  appropriate	
  to	
  create	
  new	
  datasets	
  
from	
  the	
  shared	
  data	
  

Willing	
  to	
  share	
  data	
  across	
  a	
  broad	
  
group	
  of	
  researchers	
  

Use	
  others'	
  datasets	
  if	
  their	
  data	
  were	
  
easily	
  accessible	
  

Researchers	
  say	
  they	
  want	
  to	
  share	
  and	
  reuse	
  data	
  

Online	
  survey	
  with	
  1315	
  respondents	
  across	
  disciplines	
  (only	
  9%	
  response	
  rate);	
  
sample	
  populaRon	
  mostly	
  members	
  of	
  DataONE	
  	
  	
  



BUT	
  DESPITE	
  WILLINGNESS	
  TO	
  SHARE,	
  
ONLY	
  A	
  FEW	
  DO	
  	
  
	
  

46%	
  made	
  their	
  data	
  available	
  in	
  the	
  Internet	
  

36%	
  agreed	
  that	
  their	
  own	
  data	
  are	
  easy	
  to	
  access	
  

6%	
  made	
  all	
  their	
  data	
  available	
  

	
  



Ten-­‐year	
  study	
  with	
  22	
  random	
  parRcipants	
  from	
  the	
  Center	
  for	
  
Embedded	
  Network	
  Sensing	
  	
  (CENS)	
  
	
  

Data	
  sharing	
  is	
  mostly	
  demand-­‐driven	
  rather	
  than	
  
supply-­‐driven	
  

Wallis	
  JC,	
  Rolando	
  E,	
  Borgman	
  CL	
  (2013)	
  If	
  We	
  Share	
  Data,	
  Will	
  Anyone	
  Use	
  Them?	
  Data	
  Sharing	
  and	
  Reuse	
  in	
  the	
  
Long	
  Tail	
  of	
  Science	
  and	
  Technology.	
  PLoS	
  ONE	
  8(7):	
  e67332.	
  doi:10.1371/journal.pone.0067332	
  

“Data	
  sharing	
  tends	
  to	
  occur	
  only	
  through	
  interpersonal	
  exchanges.”	
  
	
  
“Ten	
  of	
  the	
  22	
  parQcipants	
  were	
  unaware	
  of	
  repositories	
  that	
  would	
  accept	
  
data	
  from	
  their	
  type	
  of	
  research.”	
  
	
  
“14	
  parQcipants	
  said	
  that	
  they	
  use	
  data	
  they	
  themselves	
  did	
  not	
  generate”	
  
	
  
“InvesQgators	
  want	
  credit	
  for	
  their	
  data,	
  both	
  in	
  terms	
  of	
  first	
  rights	
  to	
  
publish	
  their	
  findings	
  and	
  in	
  a;ribuQon	
  for	
  any	
  reuse	
  of	
  their	
  data.”	
  
	
  



Survey	
  with	
  1700	
  respondents	
  from	
  Science	
  (2011)	
  peer	
  reviewers	
  	
  	
  	
  	
  

Access	
  data	
  from	
  published	
  work	
  

Ask	
  colleagues	
  for	
  data	
   Archival	
  locaQon	
  

Size	
  of	
  data	
  

Science	
  11	
  February	
  2011:	
  Vol.	
  331	
  no.	
  6018	
  pp.	
  692-­‐693	
  DOI:	
  10.1126/science.331.6018.692	
  



In	
  Astronomy,	
  a	
  field	
  with	
  data	
  standards	
  	
  
Survey	
  sent	
  to	
  	
  ~	
  350	
  Ph.D.	
  level	
  researchers	
  at	
  the	
  Harvard-­‐
Smithsonian	
  Center	
  for	
  Astrophysics;	
  175	
  respondents	
  

Pepe,	
  Goodman,	
  Muench,	
  Crosas,	
  Erdmann,	
  2013	
  “Sharing,	
  Archiving	
  and	
  CiQng	
  Data	
  in	
  Astronomy”	
  Forthcoming	
  	
  

Have	
  you	
  ever	
  used	
  DATA	
  you	
  learned	
  about	
  from	
  reading	
  a	
  Journal	
  arRcle?	
  	
  
Check	
  ALL	
  that	
  apply	
  



When	
  it	
  comes	
  to	
  sharing	
  DATA	
  you’ve	
  created,	
  collected	
  or	
  curated,	
  you	
  have?	
  
Check	
  ALL	
  that	
  apply.	
  

Pepe,	
  Goodman,	
  Muench,	
  Crosas,	
  Erdmann,	
  2013	
  “Sharing,	
  Archiving	
  and	
  CiQng	
  Data	
  in	
  Astronomy”	
  Forthcoming	
  	
  



Without	
  persistent	
  Data	
  CitaQon,	
  links	
  broken	
  over	
  Qme	
  

	
  Links	
  to	
  data	
  in	
  astronomy	
  publicaQons	
  between	
  1997	
  and	
  2008:	
  	
  
13,447	
  potenQal	
  links	
  to	
  datasets	
  in	
  a	
  total	
  of	
  7,641	
  publicaQon	
  	
  	
  

Pepe,	
  Goodman,	
  Muench,	
  Crosas,	
  Erdmann,	
  2013	
  “Sharing,	
  Archiving	
  and	
  CiQng	
  Data	
  in	
  Astronomy”	
  Forthcoming	
  	
  



Pepe,	
  Goodman,	
  Muench,	
  Crosas,	
  Erdmann,	
  2013	
  “Sharing,	
  Archiving	
  and	
  CiQng	
  Data	
  in	
  Astronomy”	
  Forthcoming	
  	
  



In	
  Genomics,	
  a	
  field	
  highly	
  encouraged	
  to	
  share	
  data	
  

11,500	
  journal	
  arQcles	
  about	
  gene	
  expression	
  studies,	
  
just	
  45	
  %	
  of	
  the	
  studies	
  shared	
  their	
  data	
  
	
  
Studies	
  on	
  cancer	
  or	
  studies	
  with	
  human	
  subjects,	
  less	
  
likely	
  to	
  share	
  data	
  
	
  

Piwowar	
  and	
  Vision	
  (2013),	
  Data	
  reuse	
  and	
  the	
  open	
  data	
  citaQon	
  advantage.	
  PeerJ	
  1:e175;	
  DOI	
  10.7717/peerj.175	
  



Piwowar	
  and	
  Vision	
  (2013),	
  Data	
  reuse	
  and	
  the	
  open	
  data	
  citaQon	
  advantage.	
  PeerJ	
  1:e175;	
  DOI	
  10.7717/peerj.175	
  

Studies	
  that	
  made	
  data	
  available	
  get	
  more	
  citaQons	
  	
  

10,555	
  studies	
  that	
  created	
  gene	
  
expression	
  microarray	
  data:	
  
	
  
•  Studies	
  that	
  share	
  data	
  received	
  9%	
  

more	
  citaQons	
  

•  Authors	
  published	
  most	
  papers	
  using	
  
their	
  own	
  data	
  within	
  2	
  years	
  

•  	
  Data	
  reuse	
  paper	
  by	
  third-­‐party	
  
invesQgators	
  conQnued	
  for	
  6	
  years	
  

	
  
	
  



Everyone	
  is	
  overwhelmed	
  with	
  life	
  and	
  
email	
  and,	
  in	
  academia,	
  trying	
  to	
  get	
  
funding	
  and	
  write	
  papers.	
  Whether	
  
something	
  is	
  open	
  or	
  not	
  open	
  is	
  not	
  
highest	
  on	
  the	
  priority	
  list.	
  There’s	
  sQll	
  
need	
  for	
  making	
  people	
  aware	
  of	
  open	
  
science	
  issues	
  and	
  making	
  it	
  easy	
  for	
  
them	
  to	
  parQcipate	
  if	
  they	
  want	
  to.	
  

Jonathan	
  Eisen,	
  geneQcs	
  professor	
  at	
  the	
  
University	
  of	
  California,	
  Davis	
  

DESPITE	
  BEING	
  GOOD	
  FOR	
  YOU	
  AND	
  FOR	
  SCIENCE,	
  	
  
TOO	
  MANY	
  CHALLENGES	
  AND	
  TOO	
  LITTLE	
  TIME	
  	
  	
  

Rewards	
  for	
  
publicaQons	
  	
  

Effort	
  to	
  
document	
  

data	
  	
  

CompeQQon,	
  
priority	
  

Control,	
  
ownership	
  

Schesinger	
  (2013),	
  “ScienQst	
  Threatened	
  by	
  Demands	
  to	
  Share	
  Data”,	
  Aljazeera	
  America	
  	
  	
  	
  



OVERVIEW	
  

WHAT	
  RESEARCHERS	
  WANT	
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WHAT	
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RULE	
  1:	
  LOVE	
  YOUR	
  DATA,	
  AND	
  LET	
  OTHERS	
  LOVE	
  IT	
  TOO	
  

	
  

Make	
  your	
  data	
  easily	
  available	
  to	
  others,	
  others	
  are	
  more	
  likely	
  to	
  do	
  
the	
  same—eventually.	
  
At	
  least	
  take	
  solace	
  in	
  the	
  fact	
  that	
  you'll	
  be	
  able	
  to	
  find	
  and	
  reuse	
  your	
  
own	
  data	
  if	
  you	
  treat	
  them	
  well.	
  

*Privacy	
  concerns	
  addressed	
  later	
  in	
  this	
  talk	
  



RULE	
  2:	
  SHARE	
  YOUR	
  DATA	
  ONLINE,	
  WITH	
  A	
  PERMANENT	
  

IDENTIFIER	
  

	
  

Your	
  personal	
  web	
  site	
  is	
  unlikely	
  to	
  be	
  a	
  good	
  opQon	
  for	
  long-­‐term	
  data	
  
storage.	
  
Release	
  your	
  data	
  in	
  a	
  general	
  or	
  domain-­‐specific	
  data	
  archive	
  



RULE	
  3:	
  CONDUCT	
  SCIENCE	
  WITH	
  DATA	
  REUSE	
  IN	
  MIND	
  

	
  

The	
  higher	
  the	
  quality	
  of	
  provenance	
  informaQon,	
  the	
  higher	
  the	
  chance	
  
of	
  enabling	
  data	
  reuse.	
  	
  
Keep:	
  1)	
  data,	
  2)	
  metadata,	
  and	
  3)	
  informaQon	
  about	
  the	
  process	
  of	
  
generaQng	
  those	
  data,	
  such	
  as	
  code.	
  



RULE	
  4:	
  PUBLISH	
  WORKFLOW	
  AS	
  CONTEXT	
  

	
  

Release	
  a	
  descripQon	
  of	
  your	
  processing	
  steps	
  to	
  offer	
  essenQal	
  context	
  
for	
  interpreQng	
  and	
  re-­‐using	
  data.	
  



RULE	
  5:	
  LINK	
  YOUR	
  DATA	
  TO	
  YOUR	
  PUBLICATIONS	
  AS	
  

EARLY	
  AS	
  POSSIBLE	
  

	
  

Many	
  journals	
  now	
  offer	
  standard	
  ways	
  to	
  contribute	
  data	
  to	
  their	
  
archives	
  and	
  link	
  it	
  to	
  your	
  paper.	
  
Use	
  a	
  formal	
  data	
  citaQon	
  in	
  the	
  publicaQon’s	
  reference	
  list.	
  



RULE	
  6:	
  PUBLISH	
  YOUR	
  CODE	
  

Same	
  best	
  pracQces	
  in	
  relaQon	
  to	
  data	
  and	
  workflow	
  also	
  apply	
  to	
  
soSware	
  materials.	
  



RULE	
  7:	
  SAY	
  HOW	
  YOU	
  WANT	
  TO	
  GET	
  CREDIT	
  FOR	
  YOUR	
  

DATA	
  (AND	
  SOFTWARE)	
  

	
  

	
  

	
  

Simply	
  describe	
  your	
  expectaQons	
  on	
  how	
  you	
  would	
  like	
  to	
  be	
  
acknowledged.	
  
You	
  can	
  also	
  release	
  your	
  data	
  under	
  a	
  license,	
  but	
  making	
  it	
  simple	
  for	
  
others	
  to	
  reuse	
  it,	
  when	
  possible.	
  



RULE	
  8:	
  FOSTER	
  AND	
  USE	
  DATA	
  REPOSITORIES	
  

	
  

Seek	
  help	
  from	
  librarians,	
  archivists	
  or	
  research	
  communiQes	
  on	
  domain-­‐
based	
  repositories	
  and	
  generic	
  repositories	
  available.	
  



RULE	
  9:	
  	
  REWARD	
  COLLEAGUES	
  WHO	
  SHARE	
  THEIR	
  DATA	
  

PROPERLY	
  

	
  

	
  

	
  

Praise	
  those	
  following	
  good	
  pracQces.	
  
Follow	
  good	
  scienQfic	
  pracQce	
  and	
  give	
  credit	
  to	
  those	
  whose	
  data	
  you	
  
use.	
  



RULE	
  10:	
  HELP	
  ESTABLISH	
  DATA	
  SCIENCE	
  AND	
  DATA	
  

SCIENTIST	
  AS	
  VITAL	
  

	
  

	
  

Advocate	
  for	
  hiring	
  data	
  specialists	
  and	
  for	
  the	
  overall	
  support	
  of	
  
insQtuQonal	
  programs	
  that	
  improve	
  data	
  sharing.	
  	
  
Teach	
  whole	
  courses,	
  or	
  mini-­‐courses,	
  related	
  to	
  caring	
  for	
  data	
  and	
  
soSware,	
  or	
  incorporate	
  the	
  ideas	
  into	
  exisQng	
  courses.	
  	
  



OVERVIEW	
  

WHAT	
  RESEARCHERS	
  WANT	
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  RESEARCHERS	
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•  NaQonal	
  Science	
  FoundaQon	
  (NSF),	
  since	
  2011:	
  
–  “InvesQgators	
  are	
  expected	
  to	
  share	
  with	
  other	
  researchers	
  […]	
  the	
  primary	
  data”	
  

–  “Proposal	
  must	
  include	
  […]	
  Data	
  Management	
  Plan”	
  

•  	
  NaQonal	
  InsQtutes	
  of	
  Health	
  (NIH),	
  since	
  2003:	
  
–  “The	
  NIH	
  expects	
  and	
  support	
  the	
  Qmely	
  release	
  and	
  sharing	
  of	
  final	
  research	
  

data”	
  

•  NASA:	
  
–  “Promotes	
  the	
  full	
  and	
  open	
  sharing	
  of	
  all	
  data”	
  

•  U.S.	
  Federal	
  Policy,	
  2013:	
  	
  
–  Open	
  access	
  to	
  publicaQons	
  and	
  data	
  

•  Open	
  Data	
  IniQaQves:	
  	
  
–  “make	
  public	
  data	
  available	
  and	
  accessible”	
  

IniQaQves	
  from	
  Funding	
  Agencies	
  



IniQaQves	
  from	
  Journals	
  



Other	
  IniQaQves:	
  Data	
  CitaRon	
  Principles	
  

Synthesis	
  group	
  on	
  Data	
  CitaQon	
  (	
  includes	
  Force11/Amsterdam	
  Manifesto,	
  CODATA,	
  DataCite,	
  UK	
  Data	
  CuraQon	
  
Center:	
  h;p://www.force11.org/node/4381)	
  

“Data	
  should	
  be	
  considered	
  legiRmate,	
  citable	
  products	
  of	
  research.”	
  	
  

•  Principle	
  1:	
  Importance	
  
•  Principle	
  2:	
  Credit	
  and	
  A;ribuQon	
  
•  Principle	
  3:	
  Evidence	
  
•  Principle	
  4:	
  Unique	
  IdenQfiers	
  
•  Principle	
  5:	
  Access	
  
•  Principle	
  6:	
  Persistence	
  
•  Principle	
  7:	
  Versioning	
  and	
  Granularity	
  
•  Principle	
  8:	
  Interoperability	
  and	
  Flexibility	
  
	
  
Endorsement	
  by	
  Publishers,	
  Funding	
  Agencies,	
  Repositories	
  and	
  other	
  
stakeholders	
  beginning	
  in	
  2014	
  



Data	
  repositories	
  
Examples	
  of	
  generic,	
  self-­‐curated	
  data	
  repositories:	
  	
  

Examples	
  of	
  domain-­‐specific	
  data	
  repositories:	
  	
  

Harvard	
  Dataverse:	
  
open,	
  free	
  to	
  all	
  

Free	
  for	
  public	
  data,	
  
Fees	
  for	
  non-­‐public	
  data	
  

Biosciences;	
  membership	
  &	
  
small	
  fees	
  for	
  deposit	
  

Open,	
  free	
  to	
  all	
  

Pangaea:	
  Earth	
  and	
  Environmental	
  
Sciences;	
  fees	
  for	
  some	
  data	
  submissions	
  

Examples	
  of	
  archives	
  with	
  curaQonal	
  services,	
  and	
  insQtuQonal	
  repositories:	
  	
  

NIH	
  GeneQc	
  Sequence	
  
Database	
  

Data	
  CuraQon	
  for	
  	
  
Social	
  Sciences	
   Sharing	
  Data	
  at	
  Pen	
  State	
  



•  Dataverse:	
  open-­‐source,	
  data	
  sharing	
  &	
  publishing	
  framework,	
  developed	
  at	
  IQSS	
  
•  Harvard	
  Dataverse:	
  Largest	
  general	
  purpose	
  data	
  repository	
  	
  
	
  	
  	
  	
  	
  (>	
  52K	
  studies	
  with	
  >	
  725K	
  files)	
  



IntegraQon	
  of	
  Open	
  Journal	
  System	
  (OJS)	
  with	
  Dataverse	
  
	
  	
  

Plugin:	
  	
  
Data	
  +	
  metadata	
  +	
  supporQng	
  files	
  	
  

sent	
  via	
  SWORD	
  API	
  to	
  the	
  Dataverse	
  

Harvard	
  Dataverse	
  Network	
  OJS	
  Journal	
  

Phase	
  I:	
  50	
  journals	
  
tesQng	
  plugin	
  
Phase	
  II:	
  400	
  journals	
  
interested	
  



Formal	
  Data	
  CitaQon	
  generated	
  by	
  Dataverse	
  upon	
  data	
  
set	
  upload	
  

h;p://dx.doi.org/10.7910/DVN1/22691	
  resolves	
  to	
  the	
  Data	
  Set	
  page,	
  	
  
with	
  descripQon	
  of	
  the	
  the	
  data	
  

Data	
  Set	
  can	
  be	
  referenced	
  by	
  using	
  this	
  Data	
  CitaQon,	
  giving	
  credit	
  to	
  
authors	
  and	
  repository	
  



= data = context (documentation) = research products
Slide acknowledgment:  Andrea Goethals

Provenance	
  and	
  Workflows	
  can	
  be	
  complex	
  	
  



Workflow	
  and	
  Provenance	
  Tools	
  can	
  help	
  you	
  

Domain	
  Independent	
   For	
  Biomedical	
  Research	
  

For	
  Neuroscience	
  Research	
   Share	
  and	
  execute	
  code	
  	
  

Tell	
  stories	
  with	
  code	
  and	
  data	
  

Share,	
  archive	
  research	
  materials,	
  with	
  data	
  
Integrated	
  with	
  Dataverse,	
  through	
  SWORD	
  API	
  	
  

InformaQon	
  Study	
  Assay:	
  	
  
Rich	
  descripQon	
  of	
  experimental	
  metadata	
  



Data	
  Formats	
  in	
  Social	
  Sciences,	
  HumaniQes	
  and	
  some	
  
Natural	
  Sciences	
  

Type	
  of	
  Data	
  	
   Recommended	
  Formats	
  for	
  Sharing,	
  Reuse	
  and	
  PreservaRon	
  

Tabular	
  data,	
  with	
  extensive	
  
metadata	
  

R,	
  SPSS,	
  Stata,	
  SAS	
  

Tabular	
  data,	
  with	
  minimal	
  
metadata	
  

CSV,	
  tab-­‐delimited,	
  (xlsx)	
  

GeospaQal	
   ESRI	
  shapefile,	
  geo-­‐referenced	
  TIFF,	
  CAD	
  data,	
  tabular	
  GIS	
  
a;ribute	
  data	
  

QualitaQve	
  textual	
  data	
   XML,	
  r|,	
  txt	
  

Digital	
  image	
  data	
   TIFF,	
  (JPEG)	
  

Digital	
  audio	
  data	
   FLAC,	
  (MPEG-­‐1,	
  AIFF,	
  WAV)	
  

Digital	
  video	
  data	
   MPEG-­‐4,	
  moQon	
  JPEG	
  2000	
  

Graph/social	
  networks	
   GraphML	
  

DocumentaQon	
   r|,	
  PDF,	
  ODT	
  

Reference:	
  UK	
  Data	
  Archive,	
  h;p://data-­‐archive.ac.uk/create-­‐manage/format/formats-­‐table	
  	
  

Data	
  DocumentaQon	
  IniQaQve	
  (DDI):	
  For	
  generic	
  tabular	
  data	
  metadata	
  



Formats	
  used	
  in	
  specific	
  Fields	
  	
  

Field	
   Recommended	
  Formats	
  for	
  Sharing,	
  Reuse	
  and	
  PreservaRon	
  

Astronomy	
   Flexible	
  Image	
  Transport	
  System	
  (FITS)	
  

High-­‐Energy	
  Physics	
   Based	
  on	
  ROOT	
  (root.cern.ch)	
  for	
  PB	
  data	
  sets	
  (for	
  sharing	
  
outside	
  –	
  ASCII	
  tabular	
  data)	
  

Genomics	
   FASTA,	
  FASTQ,	
  BAM,	
  SAM,	
  GEO,	
  MUT,	
  GCT,	
  CEL,	
  …	
  

Flow	
  Cytometry	
   FCS	
  

Brain	
  Imaging	
   DICOM,	
  ….	
  

Microscopy	
   OME-­‐XML	
  

Systems	
  Biology	
   CELL-­‐ML,	
  BioPAX,	
  SBML,	
  SBGN,	
  MIRIAM,	
  …	
  

+	
  Hundreds	
  of	
  OWL	
  Vocabularies	
  in	
  NCBO	
  BioPortal	
  
	
  
For	
  Biological	
  data,	
  increasing	
  #	
  of	
  formats	
  with	
  increasing	
  #of	
  instruments!	
  
Limited	
  schema	
  integraQon	
  possible	
  	
  
	
  	
  

Acknowledgment:	
  Tim	
  Clark	
  (MGH,	
  HMS),	
  Kyle	
  Cranmer	
  (NYU)	
  



Let	
  technology	
  help	
  you:	
  Dataverse	
  Features	
  

SPSS,	
  Stata,	
  R	
  Data	
  
metadata	
  extracQon,	
  subse�ng	



&	
  analysis	
  (R,	
  Zelig)	



FITS	
  Data	
  
metadata	
  extracQon	
  from	
  file	
  

header	



Social	
  Network	
  Data	
  (GraphML)	
  	


smart	
  queries	
  &	
  subse�ng	



New	
  
Study	
  

Revise	
  
Study	
  

Released	
  
version	
  2	
  

Released	
  
version	
  1	
  

Data	
  Versioning	
  	


preserve	
  &	
  cite	
  previous	
  versions	





Open	
  Data	
  Licenses	
  and	
  Badges	
  

•  CreaQve	
  Commons:	
  
–  CC0	
  for	
  databases,	
  data	
  files	
  
–  CC-­‐by,	
  reuse	
  with	
  a;ribuQon	
  

•  Open	
  Data	
  Commons:	
  	
  
–  Public	
  domain	
  for	
  data	
  and	
  databases	
  (PDDL)	
  
–  A;ribuQon	
  for	
  data/databases	
  (ODC-­‐	
  by)	
  
–  A;ribuQon	
  Share-­‐Alike	
  for	
  Databases	
  (ODBbL)	
  

•  Badges	
  to	
  acknowledge	
  Open	
  PracQces:	
  



BUT	
  NOT	
  ALL	
  DATA	
  CAN	
  BE	
  100%	
  OPEN	
  

	
  



Dataset	
  	
  

Interview	
  

Access	
  
Control	
  

Data	
  Deposit	
  

DUAs,	
  Legal	
  
Policies	
  

Data	
  Tags	
  

Shame	
  

Civil	
  
PenalQes	
  

Criminal	
  
PenalQes	
  

Max	
  
Control	
  

No	
  Risk	
  

Minimal	
  

Direct	
  Access	
  

Data	
  Tags:	
  Sharing	
  Data	
  with	
  Confidence	
  
Privacy	
  Preserving	
  
Access	
  

Minimal	
  

Privacy	
  
Preserving	
  Privacy	
  
Preserving	
  Privacy	
  
Preserving	
  

Custom	
  
Agreement	
  

Data	
  Privacy	
  Tools	
  for	
  Sharing	
  Research	
  data	
  (h;p://privacytools.seas.harvard.edu)	
  



Dataset	
  	
  

Interview	
  

Access	
  
Control	
  

Data	
  Deposit	
  

DUAs,	
  Legal	
  
Policies	
  

Data	
  Tags	
  

Shame	
  

Civil	
  
PenalQes	
  

Criminal	
  
PenalQes	
  

Max	
  
Control	
  

No	
  Risk	
  

Minimal	
  

Direct	
  Access	
  

Privacy	
  Preserving	
  Tools:	
  DifferenQal	
  Privacy	
  

Privacy	
  Preserving	
  
Access	
  

Minimal	
  

Privacy	
  
Preserving	
  
DifferenQal	
  
Privacy	
  

ε=1	
  

ε=1/10	
  

ε=1/100	
  

ε=1/1000	
  

Custom	
  
Agreement	
  

References	
  on	
  DifferenQal	
  Privacy:	
  Ullman,	
  Vadhan,	
  	
  Nissim;	
  DP	
  with	
  focus	
  on	
  staQsQcal	
  uQlity:	
  Vu	
  &	
  Slavkovic	
  
(2009)	
  



Dataset	
  	
  

Interview	
  

Access	
  
Control	
  

Data	
  Deposit	
  

DUAs,	
  Legal	
  
Policies	
  

Data	
  Tags	
  

Shame	
  

Civil	
  
PenalQes	
  

Criminal	
  
PenalQes	
  

Max	
  
Control	
  

No	
  Risk	
  

Minimal	
  

Direct	
  Access	
  

Privacy	
  Preserving	
  Tools:	
  SyntheQc	
  Data	
  &	
  other	
  StaQsQcal	
  Disclosure	
  
Control	
  (SDC)	
  methods	
  	
  

Privacy	
  Preserving	
  
Access	
  

Minimal	
  

Privacy	
  
Preserving	
  
SyntheQc	
  
Data	
  

Custom	
  
Agreement	
  

SDC	
  
Methods	
  

Reference:	
  Slavkovic’s	
  talk	
  on	
  Privacy	
  Preserving	
  Methods	
  



Data	
  Tags	
  Codes	
  

•  BLUE:	
  Non-­‐confidenRal	
  informaQon,	
  stored	
  and	
  shared	
  
freely.	
  

•  GREEN:	
  Not	
  harmful	
  personal	
  informaQon,	
  shared	
  with	
  some	
  
access	
  control.	
  

•  YELLOW:	
  PotenRally	
  harmful	
  personal	
  informaQon,	
  shared	
  
with	
  loosely	
  verified	
  and/or	
  approved	
  recipients.	
  

•  ORANGE:	
  SensiRve	
  personal	
  informaQon,	
  shared	
  with	
  verified	
  
and/or	
  approved	
  recipients	
  under	
  agreement.	
  

•  RED:	
  Very	
  sensiRve	
  personal	
  informaQon,	
  shared	
  with	
  strong	
  
verificaQon	
  of	
  approved	
  recipients	
  under	
  signed	
  agreement.	
  

•  CRIMSON:	
  Maximum	
  sensiRve,	
  explicit	
  permission	
  for	
  each	
  
transacQon,	
  strong	
  verificaQon	
  of	
  approved	
  recipients	
  under	
  
signed	
  agreement.	
  

	
  

Inspired	
  by	
  and	
  compliant	
  with	
  Harvard	
  Security	
  Levels:	
  h;p://security.harvard.edu/research-­‐data-­‐security-­‐policy	
  	
  









Privacy	
  Laws	
  

•  2187	
  privacy	
  related	
  laws	
  in	
  the	
  United	
  States,	
  which	
  
can	
  be	
  grouped	
  in	
  ~	
  30	
  types:	
  	
  
	
  
Explicit	
  consent,	
  medicals	
  records,	
  student	
  records,	
  arrest	
  
and	
  convicQon	
  records,	
  bank	
  and	
  financial	
  records,	
  cable	
  television,	
  computer	
  
crime,	
  credit	
  reporQng,	
  criminal	
  jusQce,	
  electronic	
  surveillance,	
  employment	
  
records,	
  government	
  informaQon	
  on	
  individuals,	
  idenQty	
  theS,	
  insurance	
  
records	
  (including	
  use	
  of	
  GeneQc	
  informaQon),	
  library	
  records,	
  mailing	
  lists,	
  
special	
  medical	
  records	
  (including	
  HIV	
  tesQng),	
  non-­‐electronic	
  surveillance,	
  
polygraphing	
  in	
  employment,	
  privacy	
  statutes/state	
  consQtuQons,	
  privileged	
  
communicaQons,	
  social	
  security	
  numbers,	
  tax	
  records,	
  telephone	
  services,	
  tesQng	
  
in	
  employment,	
  tracking	
  technologies,	
  voter	
  records.	
  

	
  
Acknowledgement:	
  Latanya	
  Sweeney	
  



Phase	
  I	
  ImplementaQon	
  

•  DataTags.org	
  web	
  applicaQon,	
  iniQally	
  supporQng:	
  
–  Explicit	
  Consent	
  
–  Medical	
  Records:	
  HIPAA	
  regulaQon	
  

•  Integrate	
  with	
  Secure	
  Dataverse	
  
•  HIPAA	
  cerQficaQon	
  
•  Pilot	
  at	
  Harvard	
  Medical	
  School	
  and	
  School	
  of	
  Public	
  

Health	
  



DATA	
  TAGS	
  DEMO	
  



THANK	
  YOU	
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