
Data Acquisition, 
Management, Security and 
Retention 
Mercè Crosas  
Director of Data Science 
Institute for Quantitative Social Science 
 
Kristen Bolt 
Research Data Officer 
Office of Vice Provost of Research 
 
August 12, 2015 



Data Lifecycle 

Data 
Management Design 

Create/
obtain 

Store 

Use Publish 

Share 

Archive 

Destroy 



1. Data Acquisition, Management Security and 
Retention: What You Need to Know 
 
2. Data Sharing: It’s Good for You and for the World 



What you need to know for Harvard 

Harvard Policies and Practices: 
 
§ Human Subjects Data – the IRB 
§ Research with Animals – the IACUC 
§ Retention Policy: 7 years and exceptions 
§ Harvard Research Data Security Policy 



What you need to know for Funders 

Funding Requirements: 
 
§ NSF, NIH, require public access plans 
§ Foundations: Sloan, Gates (open data policy) – 
and public access plans 

§ Most plans must be created and submitted as 
part of the funding application process 

§ Plan ahead! 



What you need to know Fed & State 
Regulatory Restrictions: 
 
§  HIPAA (18+ identifiers – alone or in combination data 

sets) 
o  Informed Consent (IRB, secondary use of data – HIPAA waivers) 

§  FERPA (education information and special protections) 
§  MA residence state law 
§  Stem Cell data and Genomics data must be published in 

approved repository ,but also must be de-identified.  



What you need to know for 3rd 
Party Data 

Removing Research Restrictions: 
 
§  Third-party data (you did not collect the data; you are 

accessing existing data that was gathered for other 
purposes) 

§  Data user agreements (any contract, even an invoice 
can have terms that can restrict your IP or publication 
rights) 

§  Licensing agreements – can also include restrictions 
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Resources for Harvard  
§ Data Management Plans 

§  DMPTOOL.ORG 
§  Funder templates 
§  Hundreds of examples 

§  IRB 
§  Collection plans 
§  Data Levels 

§ RDSAP@harvard.edu 
§  Information Security 

§  itsec-ec@harvard.edu 
§  School Officers 
§  Secure access 

§ ADAMS.harvard.edu 
§  GSE, Econ 
§  DUAs  
§  Electronic workflow 

§ Sponsored Programs 
§  Negotiate contracts 
§  Institutional Signature 
§  Publication restriction review 

§ Publishing Data and Data 
Retention 
§  Dataverse 
§  Libraries 
§  Genomic Data 
 

§ http://vpr.harvard.edu 
§ Links to all resources 
§ DMP tool guidance, data security 

level examples and worksheets 



1. Data Acquisition, Management Security and 
Retention: What You Need to Know 
 
2. Data Sharing: It’s Good for You and for the World 



“Ideally, research 
protocols should be 
registered in advance 
and monitored in 
virtual notebooks.”  

“Where possible, trial 
data also should be 
open for other 
researchers to 
inspect and test.” 

Trust, but VERIFY 



“Instances in which 
scientists detect and 
address flaws in work 
constitute evidence 
of success, not failure.” 

“Ensuring that the integrity 
of science is protected is 
the responsibility of many 
stakeholders.” 



Access data from published work 

Ask colleagues for data Archival location 

Size of data 

Science Survey 



Why Share Data in Public 
Repositories? 

§ Good for the world: 
§ To reproduce research 

§ To make public assets available to the public 

§ To leverage investments in research data 

§ To advance research and innovation 

§ Data in your computer or web site is likely not to be 

accessible or reusable after 10 years 

§ When you publish your data, you get credit and more 

citations 
•  Acknowledgement: Borgman, Oct 2013, “Why you should care about open data” Open Access Week Talk 
•  Piwowar and Vision (2013), Data reuse and the open data citation advantage. PeerJ 1:e175 



The Care and Feeding of Scientific 
Data: 10 Simple Rules 

§ Rule 1: Love your data, and let others love it too 
§ Rule 2: Share your data online, with a permanent identifier 
§ Rule 3: Conduct science with reuse in mind 
§ Rule 4: Publish workflow as context 
§ Rule 5: Link your data to your publications as early as possible 
§ Rule 6: Publish your code 
§ Rule 7: Say how you want to get credit for your data (and software) 
§ Rule 8: Foster and use data repositories 
§ Rule 9: Reward colleagues who share their data properly 
§ Rule 10: Help establish data science and data scientist as vital 

 
 
Goodman, Blocker, Borgman, Cranmer, Crosas, Di Stefano, Gil, Groth, Hogg, Kashyap, Hedstrom, Mahabal, 
Siemiginowska, Slavkovic, Pepe; 2014, PLOS 





Resources: Harvard Dataverse  
Why we built the Dataverse? 

• Provide a repository to help Harvard researchers find, 
share, archive, cite, and explore research data 

• Satisfy Harvard researchers’ insatiable need for data 
• Give credit and control to data authors and distributors 
• Fulfill funding agencies’ data management plan 

requirements for Harvard researchers 
• Help Harvard researchers comply with journals’ data 

policies 
• Open source these benefits to researchers worldwide 

 



Dataverse: Organization 
•  Dataset:  contains data files, documentation, code, 

and metadata 
•  Dataverse:  a full featured (virtual) archive, containing 

datasets and other dataverses, appearing on your 
website, branded as yours 



Dataverse: Features 
§ Standard, persistent data citation 
§ Branding for each dataverse 
§ Standard, extensible metadata: 

§  citation metadata 
§  domain-specific metadata 
§  file-level metadata 

§ Faceted search for all metadata 
§ Multiple levels of access control 

§ CC0/ terms of use/ restricted/ guestbook 
§ Multiple roles and permissions 
§ Versioning 
§ Re-formatting of tabular data files 
§ Separate metadata from data upon data file upload 
§ APIs to integrate with journals, data visualizations and analysis 



Election Data Archive, a collaboration to share and Improve election 
data (Steve Ansolabehere, Department of Government at Harvard) 



Data set on Ebola from article published in N England Journal of 
Medicine (Pardis Sabeti,  Department of Organismic and Evolutionary 
Biology at Harvard) 



Dataverse for Robert Sampson’s data (Department of Sociology at 
Harvard) 



Dataverse for replication data from the new Journal of Technology 
Science published at Harvard 



Sharing Sensitive Data  
§ Even when data sets are anonymized, re-identification is increasingly 

possible: 
§  Sweeney (2000) showed that 87 % of all Americans could be uniquely 

identified using only three bits of information: ZIP code, birthdate, and sex. 
§  In 2013,Sweeney also showed that combining the Washington State 

Health Database with news (accidents, hospitalized people) could re-
identify 43% of the records. 



DataTags and Dataverse 
§ DataTags helps researchers share sensitive data with confidence. 
§ DataTags will integrate with Dataverse in 2016 
§ A collaboration with Harvard SEAS, IQSS, Data Privacy Lab, 

Berkman Center, and MIT Information Sciences.  



Data (and code) Sharing  Resources  
and References 

§ Harvard Dataverse: https://dataverse.harvard.edu/  
§ Open Data Assistance Program @Harvard, open office and training 

for Dataverse: http://projects.iq.harvard.edu/odap  
§ Data Privacy Lab: http://dataprivacylab.org/ 
§ DataTags: http://datatags.org  
§ Open Science Framework by the Center for Open Science: Manage 

and organize your entire research project 
§  IPython Notebook: Keep track of your research workflow and notes 
§ GitHub: Share openly your code, with version control 
§ Alberts, Cicerone, Fienberg et al, 2015. Self-correction in Science at 

Work: http://www.sciencemag.org/content/348/6242/1420.full.pdf 
§ The Economist, 2013. How Science Goes Wrong 
§ Science 11 February 2011: Vol. 331 no. 6018 pp. 692-69 

 



Thank you 


